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What is Cryptography

The term cryptography is derived from Greek,
kryptos means “hidden” or “secret” and graphy
means “writing”. So, cryptography 1is the
practice and study of creating a secret
information.

Cryptography works by Cryptography is a part of
mathematics and computer science.
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o Continued

Cryptography is used in applications present in
technologically advanced societies; examples
include the security of ATM cards, computer
passwords, and electronic commerce, which all
depend on cryptography. In short we can say that
cryptography 1s needed to secure a secret
document. A person who is master in cryptography
is called cryptographer.

>/I OASIETA I /  UNIVERSITAS BINA SARANA INFORMATIKA Copyright © March 2024




— Y I/<

73> )
Cesi;
(2 ‘
o

S0

M ow Cryptography Works

For example someone has a secret document to
secure. Any document can be secured using
cryptography. For example we have to secure the
word “Read” using cryptography. The word “Read”
in cryptography is called Plain text. Using a set of
rule called algorithm, the plain text is changed into
cipher text. This process is called encryption. The
result of this encryption process is the word “Uhdg”.
This is the cipher text.
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History of Cryptography

Cryptography is already used since ancient
era. Julius Caesar used cryptography to secure
his message from his enemy. He replaced a
character with its next three character. For
example a character ‘A’ in alphabet will be
replaced by character ‘D’. And so on. See the
list below of Julius Caesar algorithm.
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mples :

Plaintext:abcdefghljklmnopqrstuvwxyz

CipherText:defghljklmnopqrstuvwxyzabc
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ontinued History

In the era of World War II, German Nazi was also used
cryptography to secure its message. Nazi used a machine
called Enigma to encrypt and decrypt the messages. In this
way Nazi thought its message would be difficult to break by
US and its allies. Below is a picture of Enigma used by
Nazi. Unfortunately the algorithm of Enigma can be
broken by US army.
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RCaltinued History

In computer technology, cryptography is still
used to secure a computer data or document. For
example in ATM machine,computer passwords,
and also in electronic commerce. Using computer

technology someone can use many sophisticated
algorithm for example RSA,DES, and PGP.
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Computer Terms

e Plain text = a text that can be read by anybody. This
text is not secured yet.

» Cipher text = a secret text resulting from encryption
process.

e Algorithm = a set of rule to encrypt a document.

« Enigma = a machine like typewriter that is used by
Nazi during World War II to secure a document before
transmitted.

 Cryptographer = a person who is master in

cryptography.

OASIETA I /  UNIVERSITAS BINA SARANA INFORMATIKA Copyright © March 2024




BERercises Meeting-11

What is cryptography ....

What is the different between cryptography and steganography ....
How the cryptography works ....

Give the example of cryptography ...

1.
2.
3.
4.
5.

Give the example using cryptography in computer technology ...
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1. The practice and study of creating a secret information.
a.Stenography d. Stagenoghrapy
b.Crytography e. All answer are false
c.Steganomy
2.A cryptography is used in applications present in technologically advanced societies, the

examples...
a.Security of ATM cards d. A,B and C true
b.Computer passwords e. Hidden Mesagge

c.Electronic commerce A message
3.A machine called Enigma to encrypt and decrypt the messages in worl war Il used by...

a.German d. Italy
b.America e. Russia
c.France
4. The example of cryptography ...
a.Greek d. Login
b.Enigma e. A,B and C true
c.Enogmist
5.The a secret text resulting from encryption process is ....
a. Hidden Writing d. A and B true
b. Chiper text e. No Answer

c. Hidden text
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